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Overview

e What is it
e Security Features
e Registration
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e Clinical Warehouse
— Data Collection
- File Exchange
e Information Dissemination
o Future Changes
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QualityNet eXchange

e Secure Internet web applications

* Internet portal for hospitals and other
providers to report and exchange privacy
and QIO sensitive data securely with QIOs

 Internet portal for ESRD facilities to report
and exchange privacy and confidential data
securely with CMS and ESRD Networks

 Digital signatures of CMS forms
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QualityNet eXchange
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QualityNet eXchange
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user is registered with United
States Postal Service.
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Exchange network from the rest
of the Internet.
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PKI,.CKM, and Oracle

o US Postal is currently providing certificate
authority, registration authority, certificate
distribution, and In-person-proofing

 TecSec CKM has been Integrated into the
QualityNet web applications for
authentication and data encryption

« Oracle database roles along with CKM
credentials are used to limit both access
and the ability to decrypt data at rest
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Security Features-
ldentifying Users

. Dlgltal Certlflcate — e User Token
Issued by the USPS

o Used to identify the

computer to the QNet
server e User information -

Credentials

* Tiny, safeguarded file

e Password protected

 Digital signatures
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Registration to QualityNet eXchange

 Currently two separate processes

- Registration to US Postal website where
private and public keys are distributed to
individual users along with in-person-
proofing at local Post Office

- Registration to QualityNet Exchange site
where designated administrators sign-oft
on users for access and roles
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Authentication to QualityNet eXchange

« Users must have these components for
authentication to QualityNet Exchange

— US Postal x509 certificate for bi-directional
(verification of user and web server) 128 bit SSL to
QualityNet Exchange

— Pass the Certification Revocation List (CRL)
- CKM token
- QualityNet Exchange Database ID

« Users login into QualityNet Exchange web
application that seamlessly verifies all security
components through a single sign-on
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Clinical Warehouse - Data Flow
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Clinical Warehouse -
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Data Collection

« Abstraction tools
* File Import according to specifications
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Online Data Collection

Data Collection - Microsoft Internet Explorer

i User: JBen Fert_ RECOI'd ID# 94

* Indicates Required Field

PR acility Code: || *Patient ID4 I MR, # I

. *fdmission Date: I ,.-"I ,.-“I *Discharge Dake: I ,.-"I ,.-“I
M SO0 F YT NN SO0 F YT

*Diate of Birth: I ! I / I Primary Pay Source: I_SE|EIj one—
I™ uro Date of sirth

PREVALIDATION: Mark A2l that apply and CONTINUE with review. Exchange

™ Transfer from another acute care hospital or another ER. I Expired during hospital stay Zollection Rey

™ Unable to determine admission source ™ Unable to determine discharge disposition

[T Transferred to anather acute care hiospital

'fou must thoroughly review the instructions before marking the OME BEST response for each question.

1) Date and time of hospital arrival, I ; I ; I I
(May be different from admission date.) Military Time

[T uro Arrivat Date
[T uro Arrivat Fime

) Aspirin within 24 hrs of hospital arrival? I—SE|EET ane— j

3] Beta blocker within 24 hrs after hospital arrival? I—SE|EET one— j

41 Reperfusion attempted after hospital arrival? I—SE|EET one— j

4a) If ¥es, date and time angioplasty initiaked? I £ I ! I I

I v Angiopiasty Date Mitary Time

I 70 Angiopizety Time =| | _,lll
i @] Done I_E|ﬂ Intermet 4 et

g Start| | &7aNet Exchange 42 Datal._|[£]Data Collection - Micr... B ESYE s17rM




Functionality - File Exchange

 Secure distribution channel for any file
 Safe transfer of confidential or private data
* Encryption Is transparent to users

 Files are encrypted at rest

* Monitoring activity in real-time by user
(who, what, when and how often)
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File Exchange Screen

; AMet Exchange &< FE - Microzoft Internet Explorer
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il s o

€ DualityNet eXchange

January 10, 2002 Home Reports Data Collection

Weh:umej JuliE Mv Fi|ES |._.||::|||:I
Mercy Hospital -

.
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login on Julie Bennett's Inbox
01,/09,/2002
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Mdz.mdb. .o ee et nnnnnnnnnnnnnnnns 0ls09/02

E 4Ad Hoc Instruct Mammal3-31-01.p&es01/09/702
R ; Chaptd.piob olrL/s09/02

& LegOut UseI;.GuIine.I:nver.dac 01,/09/02

Chaptb.pah ol/s09/02

Cata3ze0. doc 0ls09/02

Show Selected File(s)
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File Exchange Screen

] a File Upload/Download Page - Provider Yersion - Microsoft Internet Explorer

JualicyNe: eXchange

File Search

. * Starts with: |
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" Ends with: [CASE SEMSITIVE)

File Saved Date Range: (Mmoo o)
From: | A | r |
select and Upload File Ta: I s I / I

Search: | Search All Files =]
Search | Clear

Ehaptﬁ.pEE . Ell,-“IIIEI;’EIZ
User.Guide. Cowver.doc .01 /09/402
Chaptd.p&h e 01S09/02
Ad Hoc Instruct Manuali-31-01.... .01 /09402

.al1/09/02

Download File Delete File | Archive File ] File Details ]
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Information Dissemination

* Immediate feedback reports

» Aggregate data reports

o Aggregate reports posted by QIOs

e Quality improvement progress by providers
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Feedback Reports

3 Het Exchange AX Heportz - Microzolt Internet Explorer
Eile  Edit Help

Wiews Fawvoiites  Tools

« .5 0 B dla @ 3B 5 o @
EBack o Stop Refiesh Home Search Favorites  Hiztory Izl Pret = Fieal.com

: Address |-@ rgdzerdet/page TTE0841.2.226_HSPR F’T_?EFEIEN.|'-:;H|:_|:mg:;-h5|:-rpt.isp&_pagc;il:l-94,98&_dad-pmtul3]&_s-:hcma-mFlI.&LQDL] o Go | Links **

Welcome, Feedback Reports Quarterly Feports ,_',‘,‘,_l
Julie

MErc
¥ Created for; Julic Bennete

L ; N _ _
gg‘:';g']tg' Priné Beport Date: Wednesday Jan 9, 2002 5:19 PM

Hospital Specific Data Entry Report

Report Statistics:
Das Raview Daba Range: Review Dates 12-01-2001 To 12-31-2001
roines, 1A Provider(s) Included in Report: "990009" {100%% of Total Mumber of Providers)
Last Mumber of Abstractions Submitbed by Provider(s): 5 {1009 of Toktal Abstractions)

successiul

|l:I§|ir‘| o Aspirin within 24 Beta-blocker Reperfusion Counseling on Aspirin Beta-blocker ,
01A02/2002 | Org ID hnI:al arrival? withinZ4 hrs of attempted after smoking prescribed ak prescribed at |
oOi:50:12 arrival? arrival? cessation? discharge? discharge? 1

Il Wes: 100%, Vs 10D % YWes 20% YWesidl Y Yes:0% Ves:0% l

“E' Taga0s B D5 R H Mo:E0%s Mo 2050 Bl 205 M 20% |
Contraindicated:0%: Contraindicated 0% NafConbraind: 05  MNiADE: Comtraindicated: 0% Contraindicated:0%: |

Mok Required; 09 Mot Required: 05% Mat Required: 0 Mok Faquired 0% Mok Required 805 Not Required:gos |

Long Ot

Tes: 100%: YVes: 100%: Wes: 20% Yeas: B VeSO Tes 0% i
Statewide Mo 055 Mo 0% MaE0%% Mo 2050 Bl 205 M 20%0 |
Averages  Contraindicsted:0% Contraindicsted 0% MafConkraind; 0% NSRS Cortraindicated: 0% Contraindicated:0%: |
Mok Required; 09 Mot Required: 0% Mat Required: 0 Mok Foagquired ;0% Mok Required ;805  Nokt Required; 8050

Statewide Statistics for Review Dabtes 12-01-2001 To 12-31-2001:
Mumber of Providers Submitting Abskractions: 1 e
Mumber of Abstractions Submitted: 5

4| | a

&] Done I_Elﬁ Internet
M stant|| | [E70Met Exchange AZ R B Micrasoft Word - datacolld. A G 519PM




QualityNet eXchange Future Changes

o Single registration for everything through
QualityNet Exchange web site

* QualityNet Exchange will pass required
iInformation to US Postal for certificate creation

o US Postal will still provide in-person-proofing at
local post office

* QualityNet Exchange will manage distribution of
US Postal Certificates by merging onto CKM
tokens prior to delivery
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QualityNet eXchange Future Changes

e IFMC will fully automate the process for
sign-off of users and distribution of tokens
with US Postal certificates on them

o Users will only need to call IFMC
QualityNet Exchange Help Desk for support
guestions
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